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Data Exchange File - Import

You have opened an Acrobat FDF Data Exchange File containing the following data:

Contact Information
Sender

Name: Denpong Soodphakdee
Email Address: denpong@kku.ac.th

Signature

Signature validity is UNKNOWN. Signature Properties...

Contents

The file you have opened contains Contact information for one person.Contact
information includes certificates that, once trusted, can be used to validate
signatures from and encrypt documents for the associated Contact.

Thai University Consortium Certification Authority

Before adding these contacts, you should verify that they are authentic. If
they come from a trusted source, you might choose to accept the level of
trust the sender has specified. Otherwise, you will be prompted to

individually verify each contact as you add it into your list of trusted
identities.

Accept the level of Trust specified by the signer for all Contacts!

| Add Contacts to List of Trusted Identities... |

gﬂﬁ 11 Aan Add Contacts to List of Trusted Identities...

Import Contact Settings X

Certificate Details

Subject: Thai University Consortium Certification Authority

Issuer:  Thai University C ium Certification Authority

Usage: Digital Signature, Sign Certificate (CA), Sign CRL
Expiration:  25/3/2573 20:30:17

Trust  Policy Restrictions

A certificate used to sign a document must either be designated as a trust anchor or
chain up to a trust anchor in order for signature validation to succeed. Revocation
checking is not performed on or above a trust anchor.

.Jse this certificate as a trusted root

If signature validation succeeds, trust this certificate for:

Signed documents or data

@er‘tiﬁed documents
@yhami( content

@mbedded high privilege JavaScript

ivileged system operations (networking, printing, file access,
<)
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2* Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

Store Location
(® Current User

(O Local Machine

To continue, dick Next.

I Next l[ Canceluj

v
Y
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& &¥ Certificate Import Wizard

File to Import
Specify the file you want to import.

File name:

Note: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 (.PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P7B)
Microsoft Serialized Certificate Store (.S5T)

Next [ Cancel J
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& L Certificate Import Wizard

Private key protection
To maintain security, the private key was protected with a password.

Type the password for the private key.

Password:

l L

o

‘[]Display Password
Import options:

[C]Enable strong private key protection. You will be prompted every time the
private key is used by an application if you enable this option.

[[IMark this key as exportable. This will allow you to back up or transport your
keys at a later time.

Protect private key using virtualized-based security(Non-exportable)

[ Indlude all extended properties.

e
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& &¥ Certificate Import Wizard

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

homatically select the certificate store based on the type of certificate
’ (O Place all certificates in the following store
Certificate store:

Browse...

I Next H Cancel
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Certificate Import Wizard X

The import was successful.
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Using your mouse, click and drag to draw the area where you would like the
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Configure a Digital ID for signing X

Select th f Digital ID:
A Digital ID is required to . DS

create a digital

signature. The most secure R R .
Diggital ID are issued by — Use a Signature Creation Device

trusted Certificate @) @ Configure a smart card or token connected to your
authorities and are based computer

on secure devices like smart
card or token. Some are

based on files.
' Use a Digital ID from a file
You can also create a new o I—E% Import an existing Digital ID that you have
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Add Digital IDs from a file X

The following Digital ID will be added to your list of Digital ID that you can use for digitally signing:

@ isara.v View Details
Issued by: Prince of Songkla Univ..., Expires: 2023.11.18 04:27:11 Z

a o
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Signature Properties

Signature is VALID, signed by isara.v <isara.v@psu.ac.th>.

% Signing Time: 2022/12/01 16:23:34 +07'00"

Validity Summary

The document has not been medified since this signature was applied.

doq
x: The certifier has specified that Form Fill-in, Signing and Commenting are
U % allowed for this document. No other changes are permitted.
A7 The document is signed by the current user.
mM3a Signing time is from the clock on the signer's computer.
Signature was validated as of the signing time:
2022/12/01 16:23:54 +07'00"
e

Signer Info

The path from the signer's certificate to an issuer's certificate was successfully
built.

The signer's certificate is valid and has not been revoked.
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